ITPUKA3 Ne 11-2025
110 001IEeCTBY € OrPAHUYEHHOI 0TBE1CTBEHHOCTHIO «JIeueOHbIii AMarHOCTHYECKHUIA LIEHTP
MexIyHapOoIHOTr0 HHCTUTYTAa GHOJIOrHYeCKUX cucTeM - Bosrorpam

r. Bonrorpan 28 HosiOps 2025 rona

06 ymeeporcoenuu noIumuKu
UHGOpMaYyUOHHOTI be30nacHocmu 6
000 «JI{I] MHBEC-Boneoepao»

Bo ucnonnenue ®enepansuoro 3akona ot 27.07.2006 Ne 149-03 «O6 undopmariuu,
MH(GOPMAILIMOHHBIX TEXHOJIOTUSX M O 3auuTe HHMopMmauuu», PenepalibHOrO 3aKoHa OT
27.07.2006 N 152- @3 «O nepcoHabHBIX JaHHBIX» ¥ UHBIX HOPMATUBHBIX [TPABOBLIX aKTOB
Pocculickoit @enepanun,

ITPUKA3BIBAIO:

. YrBepaute Ilonutuky undopmanmonnoit 6e3onacnoctu B OO0 «JIJIL MUBC
Bonrorpany» (nanee — Ilonurtuka) cornacuo [punoskenuto Ne 1 k Hacrosimemy [lpukasy.
2. I'maBHOrO Oyxranrepa 03HaKOMUTH IMoj pacnucky padorHukoB OO0 «JIJILL MHUBC-
Bonrorpany ¢ I[onutukoi.
3. KoHTposnb 3a HCIIOJTHEHWEM HACTOSIIErO MpUKa3a OCTaBJISIO 32 COOOA.

—

['eHepanbHbIi JUPEKTOP Anenpiiza W.IT.

COI'NTACOBAHO:

['maBHBIi Oyxrantep s //,// Asuosa O.B.



[punoxenne Ne |
Kk npukazy no OO0 «JIAL MUBC -
Bosnrorpaay ot 28.11.2025

No 11-2025
INOJIMTUKA
uadopmannonnoii 6ezonacuoctu B 000 I MUBC - Bosrorpaa»
1. TepmuHBI U Onpee/IeHHS
1.1. BusHec-mpomecc — TIOCIEAOBATEIbHOCTh TEXHOJIOIMYECKH CBA3aHHBIX OIEpalui 1o

IIPEIOCTABJICHAIO IPOAYKTOB, YCIYr H/WIM OCYIIECTBICHHIO KOHKPETHOIO BH/A JESTEeIbHOCTH
Opranuszanum.

1.2. 3ammra uHPOpPMALMHM — COBOKYIIHOCTH OPraHM3allMOHHBIX M TEXHHUYECKHH Mep,
HAIPABJEHHBIX HA [MPEJOTBPAIIEHHEe YTEUKM 3allMIIaeMOoi MHpOpMAlMK, HECAHKIMOHMPOBAHHBIX U
HEMPaBOMEPHBIX BO3EHCTBUI Ha 3allUIaeMyt0 HHOOPMALMIO U CPEICTBA JOCTYTIA K HEH.

1.3. Hudopmaums — CBEICHHs O JIMIAX, IpeaMeTax, (akTax, COOBITUIX, SBIEHUAX 1 POLEccax
HE3aBHCUMO OT (POPMBI MX IIPEICTaBIICHHSI.

1.4. HudopmauuonHas 06e30macHOCTb — IIPAKTHKA MPEIOTBPALICHUS HECAaHKLIMOHUPOBAHHOIO
JOCTYIIa, WCIIOJNB30BAHMS, PACKPBITUS, MCKAKCHMs, HM3MEHEHHS, 3alUCH WM YHUUYTOXKCHHS
nH(pOpMaIH.

1.5.  MHpopMauMoHHAsi CHCTEMa — COBOKYITHOCTH C O Jepikamielics B 6a3ax JaHHBIX MH(pOpMAIH ¥
obecreynBaroIux ee 00padoTKy MHGOPMALMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPE/ICTB.

1.6. HWndopmaunoHHbIii pecypc — BCe, 4TO MMEET IIEHHOCTh ¥ HAXOJUTCS B PaCHOPSIKEHUH
Opranunsanu.

1.7. Kommepueckas Taiina — KOHOHMIEHIMATBHOCTh HHPOPMAIKH, TO3BONSIONIAs e¢ 00JIa/aTeo mpu
CYIIECTBYIOIIMX WM BO3MOXKHBIX OOCTOSITENIBCTBAX YBEIHYUTE T0OXO0/IbI K M30€KaTh HEOIpaBIaHHbIC
PAacXo/ibl, COXPAHUTH MOJIOYKEHHE Ha PhIHKE TOBApOB, paboT, YCIYT WM MONYYUTh HHYKO KOMMEPYECKYIO
BBITOJLY.

1.8. KoudpuaennmanpbHass wHpopMauus — HHGOpPMAIMs C OrPaHUYCHHBIM JIOCTYIIOM, HE
cojiepKamas CBEJEHHH, COCTABISIONMX TOCYaPCTBEHHYIO TaifHy, JOCTYN K KOTOPOH OrpaHHYMBACTCH B
COOTBETCTBHH C 3aKOHOaTeNbCTBOM Poccuiickoil Denepannn.

1.9. KoupuaenuuaibHocTh HHPOPMAUMH —  COCTOSHME  3alMIIEHHOCTH  HMHQOpMAIuy,
XapakTepu3yeMoe CIOCOOHOCTRI0 MH(OPMAIMOHHONH CHCTeMbl OO€CIeunBaTh COXpaHEHHe B TalHe
MHMOPMALIHE OT CyOBEKTOB, HE MMEIOIIMX M0JHOMOYMH Ha O3HAKOMJICHHE C HEH.

1.10. HecaHKNHOHHPOBAHHBI A0CTYN — JOCTYI K MH(pOpMAanMM Wi JelcTBHS ¢ WHpOpMALHE,
HapyllaolMe MpaBUila pasrpaHUYeHHs JOCTyla C HCIOJb30BaHUEM IITATHBIX CPE/CTB,
MPe/I0CTaBIIAEMBIX CPEICTBAMHU BBIYMCIIUTEIBHON TEXHUKU Wil aBTOMATH3MPOBAHHBIMU CHCTEMAMH.

1.11. ToauTnka - o0mIKeE NN U YKa3aHus, HOPMAIbHO BHIPAKEHHBIE PYKOBOJICTBOM.



1.12. TIpaBa gocTyna — 5T0 NpaBa A0BEPEHHOro 00BEKTa HA COBEPLICHHe KAKHX-THOO NeHCTBHI 110
OTHOIIEHHIO K 00bEKTaM CHCTEMBI.

1.13. PHCK — coyeTaHHe BEPOSTHOCTU COOBITUS 1 €r0 MOCIIEICTBUI.

1.14. Cucrema ynpabJjenusi HHPOPMALHMOHHON 0€30MaCHOCTBIO — 9acCTh o01Ieit cucTeMbl
yIIpaBleHHUs, OCHOBAHHAsS Ha OLEHKE PHCKOB, IPEIHA3HAYCHHAs [V CO3MAHUA, BHE/IPCHHS.
SKCILTyaTallii, MOHUTOPHHTA, aHAM3a, COMPOBOXKICHHs ¥ COBEPIICHCTBOBAHMS uHpOpMALUOHHOM
0e30MacHOCTH.

1.15. Yrpo3a — onacHOCTb, IpeJroararoias BO3MOKHOCTb TOTEPb (ymep0ba).

1.16. Iles1ocTHOCTH HHGOPMALMH — YCTOIYMBOCTh HHPOPMALIMH K HECAHKIMOHUPOBAHHOMY JIOCTYITY
TN CITydaifHOMY BO3/IEHCTBHIO Ha Hee B Mpoliecce 00padoTKM TEXHUYECKUMHU CPE/ICTBAMMU, PE3y IbTATOM
KOTOPOTO MOXKeT OBITh YHHUYTOKEHHE ¥ HCKAKEHHE MHPOPMATIUH.

2. OO0r1ee 1moJ0XKeHne

2.1.  Hacrosimas mojuTaKa nHMOPMAMOHHON Ge30macHoCTH (fanee — [Tonutrka) OOmecTBa ¢
OrpaHMYEHHON OTBETCTBEHHOCTHIO «JIeueOHBbI JIMArHOCTUYECKH TIeHTp MeXyHapOIHOrOo HHCTUTYTa
Guonormdeckux cucrem umenu Ceprest bepesuna» (nanee — Opranusanust) IpeacTaByseT co0oii
cucTeMy TpeGoBaHuif, MpaBUa ¥ MeTo/0B OpraHusalnuu B obnactu obecrieueHus: 6€3011aCHOCTH
uHpOpMaluK, ee KOHGHMICHIMAIBHOCTH, d TAKXKe MOCTPOCHHS CHCTEMBI YNPABICHHS rH(OPMALHOHHOM
6ezonacHocThIO (nanee — CYWbB) Opranuzanuu.

2.2.  Cobmoenne TPUHIMIIOB, NMPaBiil W TpeOoBaHMH MHPOPMALMOHHOU Oe3omacHOCTH (Jayee —
UB) sBISIeTCs, B TOM 4MCIie, 3JIeMEHTOM KOPIIOPATHBHOHM KyJIBTYPBL. Crnenosanue tpedoBanusim Hb
ABJISIETCS BAKHBIM YCJIOBHMEM TIPH OCYIIECTBICHHH IMOBCEIHEBHOM NEATENbHOCTH Opranuzanumu,
BKJTIOUAS COBMECTHYIO paboTy ¢ JeoBbiMu naprHepamu. Kaxapiii paborauk OpraHusanyiy u ee
JIeJIOBBIE TIAPTHEPHI HECYT OTBETCTBEHHOCTH 3a OE30MACHY0 pabory ¢ MHGOPMAIMOHHBIMU CHCTEMaMU
(nanee — MC), undopMaLMOHHEIMU peCypcaM (anee — HP), KoMIIbIOTEpHbIE 000PYI0BAHUEM,
MOGHIBHBIMH TEXHMYECKHMU CPEICTBAMHU, HOCUTEISIMH HH(DOPMAIHH, PEIOCTABICHHON 1
o6pabdarbiBaeMoii nH(popManueit OpraHu3anyy.

73.  O6ecreucnue VB Bkmodaer B cebs MOOYIO I€STeIBHOCTD, YCTAHOBICHHYIO IEHCTBYIOUIAM
saKoHONATETHCTBOM Poccniickoii Deniepanu, HanpasieHHyio Ha sauwry C HP Opranusanuu.

2.4. Hacrosmas [Tonutnka paspaboTana Ha OCHOBE TPeOOBAHUI 3aKOHOAATEILCTBA
Poccuiickoii denepanuu:

« ®enepanpHoro 3akona or 27.07.2006 N 149-®3 «O6 uHpopMaIi, UHPOPMAIUOHHBIX
TEXHOJIOTUSIX U O 3alUTe MHPOPMALIAI;

. Cbenepanbﬂoro sakona ot 27.07.2006 N 152-®3 «O mnepcoHaIbHBIX JaHHBIX),
+  MenepaibHOro 3akona ot 06.04.2011 N 63-®3 «O6 SIIEKTPOHHON IOIIHCK;

« @exepanpHoro 3akoma or 26.07.2017 N 187-®3 «O 6e30macHOCTH KPUTHYECKOi
uH(OpMAITHOHHON HHpacTPyKTyphI Poccuiickoil denepaimmny;



« Tlpuxaza ®CTDK Poccum or 25.12.2017 N 239 «O6 yrBepxaenun TpebGoBaHuii 10
0BECIICUeHHIO GE30MAaCHOCTH 3HAUYMMBIX OOBEKTOB KPHUTHUYECKOH HH(OpMalMOHHOH
uHdpacTpykTypbl Poccuiickoit enepanun»;

+ TIpukaza ®CTIK Poccun or 18.02.2013 N 21 «O06 yTBepiKIeHUHU CocraBa u COJIepKaHus
OpraHM3aIMOHHBIX ¥ TEXHIYECKAX Mep MO 00eCTIeYeH IO 0e30MaCHOCTH MEPCOHATBHBIX TaHHbIX
Tpy uX 06paboTKe B MHPOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX NaHHBIX»;

« Tlocranosnenus IIpaBurensctsa P® 01 01.11.2012 N 1119 «O0 yTBepXkIeHHHA TpeboBaHMii K
jalMTe IepPCOHATBHBIX JAHHBIX HpH HMX 00paboTKe B HH(OPMALMOHHBIX CHCTEMax
MIEPCOHAIBHBIX JaHHBIX»;

« TOCT P UCO/MDK 27001-2021. HamuoHanbHBI CcTaHIapT Poccuiickoit Menepanuu.
VH(pOopMaIEOHHas TEXHOIOrUs. MeTO/Ibl i Cpe/icTBa 00eCIedeH s 0e30MacHOCTH. Cucremsl
MeHeKMEeHTa HH(OpMaMOHHO# Oe3omacHocT. TpeGoBaHus.

2.5.  Ilpumenenwe CYUB perinaMeHTHpOBAHO HACTOSIIEH [TosuTHKO#R, a TaKxXke JIpyrumu
OpraHu3alOHHO-PACIIOPSIUTEIbHBIMU  IOKYMEHTaMH (nanee — OPJI) Opranusanuu, KOTOpbIC
SBIISIOTCS 06s3aTe BHBIMH IS HCTIONHEHUs Beemu paboTHukamu Opranuzammn. Tpebosanns CYHb
JIOBOJISITCS J10 CBefleHHst paboTHHKOB OpraHu3aliy.

3. llemu u 3amaun

3.1.  OcHoBHOH meno Hacrosimei ITomutuku ssisiercss 3amura MC u WP Opranusanun ot
BOBMOYKHOTO HAHECEHHUS UM MATEPUAIIBHOr0, (PM3UIECKOr0, MOPAIBHOTO MJIM MHOT'O YIIepOa, a TaKke
HapyIIeHHs] peXxuMa KOH(GUICHINATLHOCTH HHPOPMALMH B PE3yIIbTaTe HECAHKIMOHUPOBAHHOIO
jocTyna K “HGOPMALMH, €€ HOCHTEIISIM, a TAKKe Mpolieccam 00paboTKH H Tepeiain uHpOpMaLUH.

3.2.  Jlis goctmkenus ykazaHubix tereit CYUb nomkna o0ecrednBarh BBINOIHEHAE CICAYIOMMX
3aja4:

« cooTBeTcTBUE TpeOoBanusM  DesepalbHOrO  3aKOHOAATENLCTBA, ~ HOPMATHBHO-
metomrueckux f1okymentoB @Ch Pocenn, @CTOK Pocenn 1 I0roBOPHBIM o0s13aTebCTBAaM
B uactu Ub; '

*  CBOEBPEMEHHOE BEISBJIEHUE, OLIEHKA U IIPOrHO3MPOBAHME HCTOYHMKOB yrpo3 Hb:

«  [peOTBpAIIEHHE H/IIH CHIDKeHHE yiepOa oT peamsarun yrpos Ub;

«  CO3JaHMe MeXaHH3Ma ONePaTMBHOrO pearnpoBanus Ha yrpossl Mb;

*  JIOCTYIKEHHE afieKBaTHOCTH Mep I10 3aumre ot yrpo3 Mb;

*  3aIIMTa OT BMEIIATeNbCTBA B IIPOLECC (YHKIMOHUPOBAHHS WC mocTOpOHHUX JIMIL;

°  BBIIBJICHUE, MPEAYHPEKIACHUC U npeceyeHue BO3MOKHOM HpOTHBOHpaBHOﬁ U UHOU
HEraTUBHOM JEITEIbHOCTUH COTPYAHUKOB;,

«  obecriedeHne HepepIBHOCTH KPUTHIECKUX OU3HEC-TIPOIIECCOB;

¢  U3yyeHWe [apTHePOB, KIIMEHTOB, KOHKYPEHTOB U KaH/IM/[aToB Ha paboty;



°*  HEAOIYLICHHE IPOHHUKHOBEHUS CTPYKTYP OpI’aHHSOB&HHOfI NPECTYITHOCTH W OTACJIbHBIX
JIAIL C TPOTUBOIIPABHBIMU HAMEPCHUSAMU

¢ NOBBIIIEHHE JIEJOBOM PEIyTallMK U KOPIOPATHBHOH KyIbTypsl B cdepe Ub.
4. Mertonp! obecrieuenust HHPOPMALMOHHOM O€30I1aCHOCTH

4.1. Ha3HaueHwme ¥ TIOATOTOBKAa  pabOTHUKOB, OTBETCTBCHHBIX 3a OpPraHM3alUIO H
OCyIIECTBIEHHE MePOIpUsTHi 1o obecneuenuto Ub.

42. PeriaMeHTHPOBaHHE BCEX MPOLECCOB 00pabOTKM MH(OpMAIMH, NeHCTBHH pPabOTHHKOB
OpraHu3aliy U CIEIUATICTOB, OCYIIECTRIISIONMX 8/MUHICTPUPOBAHHIE POrPAMMHBIX ¥ TEXHUICCKUX
cpezicTB 06paboTKu MH(OPMANUH, Ha OCHOBE yTBepKAeHHO! OPJ 110 Bormpocam obecneyenus Ub.

43.  VYuer Bcex, Moiexamux 3ammre, P (kaHaloB CBSI3H, AMIIaPAaTHBIX M IPOrPAMMHBIX CPE/ICTB).

44. TlpemocTapieHue Kaxaomy noibsobarento MIC MUHAMAIbHO HEOOXOAMMBIX HPaB J0CTyIa
JUTSL BBITIOJIHEHHS CBOUX (DYHKIIMOHAIBHBIX 00S3aHHOCTEN.

4.5. 3HaHWe U CTPOroe CoOIIOeHNE BCeMU PabOTHUKAMM, MCIIOJIb3YIOIHMX 1 00CIYKHBAIOMIMX
anmapaTHble M POrpaMMHEBIE cpejcTBa 06paboTky HHpopmanuu, TpeboBanuii OP/I o Bonpocam
obecreuenus 6e30MacHOCTH KOHBUIEHINATLHOM HH(OPMALH, B TOM YHCIIE KOMMEPYECKO# TaiHbI 1
KPUTHYECKUX OM3HEC-TIPOIIECCOB.

4.6.  TlepcoHanpbHast OTBETCTBEHHOCTD 3a CBOM JEHCTBUS KaXIOr0 pabOTHHKA, Y4aCTBYIOLIErO, B

paMKax CBOMX (hyHKIIMOHAIHBIX 00SI3aHHOCTEH, B TIporieccax 06paboTku HHOpMAIHH H IMEIOIIET0
nocryn k HP.

47. Peanu3anusi TEXHOJIOTMYECKHMX IPOLECCOB 00pabOTKM HMHGOpPMaLWKM B COOTBETCTBHU C
KOMILIEKCOM OPTraHM3alMOHHO-TEXHUYECKUX Mep [0 3allUThl MPOrPaMMHOrO  odecreyeHus,
TEXHUYECKUX CPEJICTB U JaHHBIX.

4.8. Tlpuastue Mep mo oOecredeHHro (pU3MYECKOH HEeTOCTHOCTH TEXHUYECKUX CPEICTB NC n
noJyiepyKaHneM HeOOXOIUMOT0 YPOBHSI 3aIIUIIIEHHOCTH X KOMIIOHEHTOB.

4.9. Wcnonb3oBaHHe (BU3NUECKUX U TEXHUUIECKHX (IPOrPaMMHO-ANNapaTHbIX) CPEACTB 3alUThI
unpopmanuu (nanee — C3H), a Takke TeXHUUECKas MOJJICPKKA UX MCTIOIB30BAHNS.

4.10. Kontpois cobmonenus nonms3osaressivu MC tpedosanuii o obecrneuennio Hb.

4.11. TlpaBoBas 3ammrta uHTepecoB OpraHu3anuu MpU B3aUMOJCHCTBHM C IOPHUIUYECKUMH H
pusHdecKuMHU JTMIIAMK OT IPOTHBONPABHBIX ¥ HECAHKIIMOHMPOBAHHBIX JIEACTBUIA CO CTOPOHBI HTUX JIHIL.

4.12. Tlpoenenue ananu3a dGHEKTUBHOCTH MPUHITHIX MEP U IPUMEHIEMbBIX C3U. Pazpabotka 1
pea3alys MpeiokeHuii 1o copepuencTsopanmto CYVb B Opranusanuy.

4.13. CBOeBpeMeHHOE BbIsBICHHE HCTOYHUKOB yrpo3 Ub, mpuvuH 1 yCIoBHH, CIOCOOCTBYIOLIUX
HAHECEHMIO yIepOa 3aMHTEPeCcOBAHHBIM CyOBbeKTaM MH(MOPMAIMOHHBIX OTHOLICHHMH, CO3MAHAC
MeXaHH3Ma OIEPaTUBHOrO pearupoBanus Ha yrpossl Ub.

4.14. Co3naHue ycCJIOBUH /11 MUHAMHU3ALUKA HAHOCUMOI'O yiepba HenpaBOMEPHBIMH JIeCTBUSIMA,
oca0JieHre HeraTHBHOTO BIMSHHUS U YCTPaHeH s ocecTBui Hapyuenus Wb.



5. 3axiIodyeHue

5.1. Hacrosmmas ITonuTiKa sBIsETCS BHYTPEHHUM JOKyMeHTOM OpraHu3anuu, 00IIIeIOCTYITHOM
¥ TIOJUIEKUT PasMeIeHnIo Ha odumanbHoM caiite OpraHu3alii.

572.  Hacrosmas [ToauTHKa pacipoCTpaHseTcsi Ha Bce OM3HEeC-IPOIECChl, aBTOMATH3MPOBAHHbIC 1
TeJIeKOMMYHUKAIIHOHHbIE cucTeMbl OpraHusanui.

53. Pa3spaboTka BHYTPEHHHX OPraHM3allOHHO-PACTIOPAAUTEIBHBIX TOKYMCHTOB Opranu3zanuu,
pernamMeHTUpyOIMX Bonpockl b, 0cyImecTBIA€Tes Ha OCHOBAHHH nacrosimeit [1oJuTHKOM.

5.4. PaborHuxkum OpraHu3aliy JOJDKHBI  PYKOBOJCTBOBATHCA Hactoseir  [lomuTukoin B
poeCcCHOHATBHOM JIEATENBHOCTH, TPU BHYTPUKOPIIOPATHBHOM B3aMMOJICHCTBUM, JINYHOM PasBUTHH U
noBbIeHUH KyibTypel Ub.

55.  OTBETCTBEHHOCTH JOKHOCTHBIX JHL OpraHu3aiiy, MMEIOINX TOCTYII K KOH (DU ICHIIATIBHON
uH(OpPMAIUK, 32 HEBBINOTHEHHE TPeOOBaHMH HOPM, PeryIMpyrOlIiX 00paboTKy W 3alluTy
HH(POPMAIIMK, ONpENENsIeTcs B COOTBETCTBUU C 3aKOHOAATEILCTBOM Poccuiickoit denepauuu 1
BHYTPEHHMMH OPTaHH3allOHHO-PACTIOPSTUTEILHBIMI J0KyMCHTAMH Oprasu3anyy.

56. Hacrosmias [ToTUTHKY BCTYIIAeT B CUILy C MOMEHTA €€ YTBEPKICHHU.



